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Key Terms
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• Malware: “hacking” software designed to disrupt, damage, or 

gain unauthorized access to a computer system.

• Ransomware: malware that encrypts files on a server or 

computer. The attacker then demands payment to unlock the 

files.

• Phishing: an email scam by which a user is duped into revealing 

passwords, personal or confidential information or unwittingly 

enabling illegal access to a network

• Spear Phishing:  phishing focused on a specific individual, 

organization or business, often intended to steal data or install 

malware on a targeted computer.



Key Terms
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• Whaling Attacks:  a phishing attack that targets high-profile 

employees, such as the CEO or CFO, in order to steal sensitive 

information.

• Advanced Persistent Threats (APTs):  an attack in which an 

unauthorized user gains access to a system or network and 

remains there for an extended period of time without being 

detected. 

• Social-Engineering:  an attack that relies on human interaction 

in order to manipulate users into breaking security procedures 

in order to gain access to systems, networks or physical 

locations.



City of Atlanta
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March 23, 2018
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Across the Country

April 2, 2019



In The Local News
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• ~1.2 million citizens
• 10,000+ Connected Devices
• 3,800 Employees
• 17,000+ User Accounts
• 430TB Data Onsite
• Cloud Hosted Applications

• Regulatory Fines (HIPAA, PCI, CJIS, 

etc.)

It Only Takes



What Are We Doing To Protect the County?
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Security Awareness Program
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Mandatory Training Modules (Quarterly)

Countywide Phishing Simulations (Quarterly)
Departmental Phishing Simulations (Random)

Security Articles



Security Awareness Program
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Users reporting 
suspicious emails

Users susceptible 
to phishing 
simulations*

Users that have completed 
mandatory security awareness 

training

*5% lower than the baseline for governmental agencies.


